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UHCTPYKIMA

noJjb3oBaTeJis 1Mo pa60Te C NepCcoHaJIbHbBIMH JaHHbBIMH

I. OBLIME ITOJIOXKXEHUA

1.1. Hactosimast MHCTpyKIHs onpezenseT obume npasuiia paboTsl COTPYHHKOB AHOBO
WCH)» ¢ nepcoHalbHBIMH JaHHBIMH.

1.2. [lepcoHaybHbIE aHHBIE B 3JIEKTPOHHOM BH[IC obpabareiBaeTcs B HH(GOPMAIIMOHHBIX
CHCTeMax MEepCOHANBHBIX JAHHBIX. TakKe yCTaHAaBIMBAETCS OCOOBIA MOPAIOK 00paboTku H
XpaHEHHs IEPCOHATBHBIX JAHHBIX, COAEPKAIIMXCA Ha OYMaXHBIX HOCHTEISX.

1.3. Tlons3oBateneM sBasercs kaxapii corpynauk AHOBO «MCH», yyacTyrommi B
paMKkax CcBOMX (YHKIMOHANBHBIX OOS3aHHOCTEH B MpoleccaX Kak aBTOMAaTH3UPOBAHHOM
06paboTku, Tak ¥ 00paGoTKM 6e3 HCIIONb30BaHMA CPEICTB ABTOMATH3AlMK MEPCOHAIBHBIX
JIaHHBIX, @ TAKXKe MMEIOIIMH JOCTYIl K anmapaTHbIM Cpe/ICTBaM, NpOrpaMMHOMY obecrneyeHuIo,
HOCHTEIIM HH(GOPMAIIMH U CPEICTBAM 3allHTHL. "

1.4. Tlomp3oBaTenb B CBOeil paboTe PpYKOBOJCTBYETCS HACTOSILEH HHcTpyKumeHn,
[IpaBunamMu  06pabOTKM NEPCOHANBHBIX  JAHHBIX, PYKOBOASWUMMH M  HOPMATHBHBIMH
noxymentamu ®CTOK Poccun u ®Cb Poccuu W IpyruMH JOKYMEHTaMH AHOBO HUCH,
periaMeHTHPYIOUMH 06paboTKy NePCOHANBHBIX TaHHBIX.

1.5. Meroauueckoe pyKOBOACTBO 1o paGore Ilomb3oBaTenisi — OCYIIECTBIACT

OTBETCTBEHHBIH 3a OpraHu3anuio 06paboTKH MEPCOHATBHBIX JaHHbIX.

II. TEPMUHBI X OITPEJJEJIEHWA
2.1. TlepconansHble JaHHble — Mo6as HHbOPMAILHUS, OTHOCAIIAACS K TIPAMO MJIM KOCBCHHO
OIpe/ie/IeHHOMY, WJIU ONpeenseMoMy GU3uIecKoMy ULy (cy6BEKTY MepCOHANBHBIX TAHHBIX).
2.2. O6paboTKa nepcoHANbHBIX JaHHBIX — JII000e IeHCTBUE (omepalysi) UM COBOKYITHOCTB
JCHCTBUI (onepauuii), COBEpLIAEMBIX C MCIOJIb30BAHHEM CPEACTB aBTOMATH3AlMH um 6e3

KCIIOJIL30BAHUS TaKUX CpeACTB C MNEPCOHAIBbHBIMHU JaHHBIMH, BKJIIIO4as 060p, 3aIlUChb,



CHCTEMAaTH3aINI0, HAKOIUICHUE, XpaHEeHUe, yTouHeHne (OOHOBIICHHE, N3MEHEHNUE), U3BJICUCHHUE,
WCIIOJIb30BaHUE, mepenaqy (pacrnpocTpaHeHHe, NPEIOCTaBICHHUE, OCTYIl), OOe3MYMBaHUE,
OJ0KMpOBaHKe, yIalleHUEe, YHUUTOXECHUE IEPCOHAIBHBIX JTAHHBIX.

2.3. ABroMaTm3upoBaHHas 00pa0OTKa MEPCOHATBHBIX JaHHBIX — 00paboTka
MEPCOHANBHBIX TAHHBIX C TOMOIIBIO CPEACTB BRIYMCIUTEIBHON TEXHUKH.

2.4. PactipocTpaHeHue epCOHATBHBIX JaHHBIX — CHCTBUS, HAlIPaBJICHHBIC HA PACKPbITHE
MEPCOHANBHBIX TAHHBIX HEOPEAEICHHOMY KPYTY JIULI.

2.5. IlpenocraBieHne NepcOHANBHBIX JAHHBIX — ACHCTBUS, HAlIPaBJICHHbBIE HA PACKPBITHE
IIEPCOHAJIBHBIX JAHHBIX ONPEAEICHHOMY JIMILY WX ONPENEICHHOMY KPYTY JIMII.

2.6. Nudopmarmonnas cucreMa nepcoHanbHbIX AaHHBIX (MCII[IH) — COBOKYMHOCTH
coZiep)Kalmxcst B 0a3ax JaHHBIX MEPCOHAJBHBIX JAHHBIX M OOECIEUMBAIONIMX UX 00pabOTKy
MH(OPMAITMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

2.7. ABtoMarum3mpoBaHHOe pabouee wmecto (APM) — mnporpaMMHO-TEXHUYECKUN
KOMIUIEKC, TOCPeICTBOM KoToporo [lonb3oBaresb BBHIOTHSAET CBOM JIOJKHOCTHBIE 00SI3aHHOCTH
(mepcoHaNbHBIA KOMITBIOTEP, HOYTOYK, TEPMUHA U T.II.).

2.8. HecankumonupoBanueii aoctyn (HCJ]) — moctynm k mHbOpMarum, Hapymaromui
MpaBujia pa3rpaHUYEHUs JIOCTyla C MCIIOJIb30BAaHMEM INTATHBIX CPEICTB, IPEIOCTABIISEMbIX
CPEICTBaMH BHIYMCIUTEIbHONW TEXHUKU WJIM aBTOMATU3UPOBAHHBIMHU CHCTEMaMH.

2.9. TlocTopoHHUE NHIIA — JTUIA, KOTOPBIE HE UMEIOT MPaBa CaMOCTOATEIHHOTO JOCTYTIA B
MoMeIIeHre 1 (W) He UMEIOT IpaBa camocTtosTenbHoro gocryna B UCIIH u (i) HEe UMEIOT
JIOITYCKa K TIEPCOHATHHBIM JIaHHBIM.

2.10. CpenctBo 3ammrthl WH(GOPMAIUN OT HECaHKIMOHHWpoBaHHOTO noctyma (C3U ot
HCJI) — nporpaMMHOE, TEXHUYECKOE WIIA TTPOTPAMMHO-TEXHHUYECKOE CPEICTBO, HAITPABJICHHOE Ha
MpeNoTBpallleHHe WM CYLIECTBEHHOE 3aTpyJHEHHE HECAHKIIMOHUPOBAHHOTO JOCTyMa K

uHpopmaruu.

1. OBA3AHHOCTMU ITOJIb3OBATEJIA

3.1. He pasrmamare nepcoHaANbHBIE JaHHBIC, KOTOpPbIC OYAyT MOBEPEHBI I CTaHYT
U3BECTHBI B XOJ€ paboyero mporecca BO BpeMsl BBIIOJHEHHS JOJKHOCTHBIX (JOrOBOPHBIX)
00s13aHHOCTEH.

3.2. He coo0mare yCcTHO MM MHCBMEHHO, HE MEpeaaBaTh B KAKOM-IMOO BUIE TPETbUM
JUIAM U HE pacKpbIBaTh MyOJIMYHO MEPCOHANbHBIE JaHHbIE 0€3 COOTBETCTBYIOIIETO pa3pelieHus
pekropa AHOBO» NCH».

3.3. 3HaTh ¥ BBINIOJHATH TPEOOBAHHS 3aKOHOJATENBHBIX aKTOB Poccuiickoit denepanuu,
HacTosAmer MHCTpyKuUMM W APYTrUX BHYTPEHHHX JOKYMEHTOB, PErJIaMEHTHUPYIOIIUX MOPSIOK
00pabOTKH MEePCOHATBHBIX JTAHHBIX.

3.4. Bemonasate Ha APM TOJBKO TE Tporeaypsl 0OpaOOTKH TEPCOHATBHBIX JTaHHBIX,



KOTOpBIE OMPEIESICHbI JOJKHOCTHOW HHCTPYKITUEH.

3.5. 3HaTh 1 co0II01aTh YCTAaHOBIICHHBIE TPEOOBAaHUS 00PAOOTKH MEPCOHALHBIX JTAHHBIX,
y4eTy, XpaHEHHI0O W TEepechbUIKe HocuTene wuHdopMmalnuu, obecrnedeHno O0e30MacHOCTH
MEePCOHANIBHBIX JTAHHBIX.

3.6. Ucnonb3oBaTh Al XpaHEHHsI MEPCOHANBHBIX JTAHHBIX TOJBKO OINpE/eeHHble MecTa

XpaHCHHUA U YUTCHHBIC HOCUTCIIN ICPCOHAIIbHBIX JaHHBIX.

3.7. He3amemmmTenbHO, B KpaTyailime CpokH, cooOmars pykooactsy AHOBO MCH
00 yTpaTe WM Henocrauye HocuTened MH(OopMaIy, yI0CTOBEPEHHH, IPOITyCKOB,
KJIFOYEH OT MOMEIIEHHH, XpaHWIuIL, ceioB U O APYrux (akrax, KOTOPbIE MOTYT
IIPUBECTU K PAa3IJIAIICHUIO IEPCOHAIBHBIX TaHHBIX.

3.8. Ilpu mpekpamieann padboT (TPyIOBBIX OTHOIICHWI) BCE MaTepuUaIbHbIe HOCHTEIH,

CoJiepKalllie TepCOHANbHBbIC MaHHbIC ((ICHI-HAKOMUTENN, TUCKEThI, ONTHYECKHE IHCKH,
JOKYMEHTBI, YePHOBUKH, pacliedaTKy Ha MpPUHTEpax, KWHO- U poToMaTepHasl U 1p.), NepeaaThb
CBOEMY HETIOCPEJICTBEHHOMY PYKOBOIUTEIIIO.

3.9. Cobmronate TpeOOBaHUS MAPOIBHOMN IMOTUTHKH

3.10. Cobmonars TpeOOBaHUSI aHTUBUPYCHOM 3aUTHI

3.11. Tloms3oBarenu, uMeromuye BeIxoa B MHTEpHET, 0053aHBI COOMIOAATh MpaBuiIa MpH
paboTe B ceTsIX CBsI3U OOIIET0 MOTh30BAHUS U (MJIH) CETSAX MEKIYHAPOIHOTO HH()OPMAITMOHHOTO
oOMeHa

3.12. Tlomb3oBaTenu, paboTaroUe C SIEKTPOHHOM MOJINKMCHIO MM HCHOJIb3YIOUIHNE
mmdpoBanre, o0s3aHBl  coOmogare MHCTpyKUui0 1O  OOpalieHHuI0 CO  CPeICTBaMH
Kpunrorpaduyeckoi 3aimThl HHGOpMaIuy.

3.13. Dkpan MOHHTOpPa B TIOMEIICHWM pacrojiaraTh BO BpeMsi pabOThl TakK, 4YTOOBI
UCKJII0Yaiach BO3MOXKHOCTh HECAHKIIMOHHPOBAHHOTO O3HAKOMJICHHSI C OTOOpa)kaeMoi Ha HUX
nH(pOpMAaITUEH MOCTOPOHHUMH JTUIAMH, KAITFO3H Ha OKOHHBIX TIPOEMax JOJKHBI OBITh 3aKPBITHI.

3.14. OG0 Bcex BBISBICHHBIX HAPYIICHUSX, CBA3aHHBIX C TMOPSIAKOM 0OpabOTKH
MEePCOHANIBHBIX JIaHHBIX, a TaKXKe MJs MOJYYeHHH KOHCYJbTallMd MO BOMpocaM 0OO0pabOTKH
MEePCOHANIBHBIX JIaHHBIX, HEOO0XOAMMO o0OpamarbCsi K OTBETCTBEHHOMY 3a OpTraHU3alMIo
00pabOTKH MEePCOHAIBHBIX JTAHHBIX.

IMoab30BaTeisiM 3anpeliaeTcs:

3.14.1. Hapymate ycranoBiaeHasle B AHOBO HWCH wuHCTpyKIIMM 10 padore C
MEePCOHATLHBIMH JJAHHBIMHU.

3.14.2. Ucnionp30BaTh KOMIIOHEHTHI POTPAMMHOTO | armapaTHoro obecrneuenus AHOBO
NCH» B HecITy>K€OHBIX TIETISX.

3.14.3. OcraBnare cBoe pabodee MecTo 0€3 MPUCMOTpPaA, TNPEIBAPUTEIHHO HE
3a0710KUpOBaB (IITATHBIMUA CPEICTBAMH ONEpanMoHHON cuctemMbl Windows — koMOuHaruei
knaBum  [WIN]+[L] wnmm [CTRL]+[ALT]+[DEL] c¢ pganpHEHImMM HaXaTUeM KHOIKH

((BJ'IOKI/IpOBKa» IOABUBHICTOCSA MCEHIO, 0o IIpru IIOMOIOM MITATHBIX CPEACTB 3allUThI



nH(pOpMAIMU OT HECAaHKIIMOHUPOBAHHOTO JTOCTYTIA (TIPH UX HATMYWN).
3.14.4. OcraBuare 0Oe3 mpucMOTpa WiIM HEyOpaHHBIMM B XpaHwiuma (ikad, ceiid)

HOCHUTCIIN UJIK JOKYMCHTBI, COACPKAINEC ITICPCOHAIIbHBIC TAHHBIC.

3.14.5. 3anuceiBaThb M XpPaHUTh NEPCOHAJIBHBIE JAHHBIE HA HEYYTEHHBIX HOCHUTEISIX
uHpOpMaLuH (ONITHYECKUX AUCKAX, THOKMX MarHUTHBIX TUCKaX, (QIe-HAKOMUTENSIX U T.I1.).

3.14.6. CaMOBOJIbHO M3MEHSATH COCTaB U KOH(PUTYPAITUIO UCIIOIB3YEMBIX MPOTPAMMHBIX,
anmaparHblX, MPOTPaMMHO-ANIAPATHBIX CPEICTB, CAaMOBOJBHO YCTAaHABJIMBATh IPOrPAMMHOE
obecrieueHune, OTKII0YATh/TIOAKII0YaTh 000PYA0BAaHUE UITH U3MEHSTh PEKUMBI €0 PaOOTHI.

3.14.7. CamoBonpHO mnoakmoudate APM wmm 1pyrue cpeacrBa K - JIOKIbHOM
BorunciaurensHoit cetu AHOBO HCH, usmensats IP-agpec, MAC-agpec u HMHbIE HacCTPOWKH
cetu APM.

3.14.8. ITpou3BoaUTh IEHCTBUS, HANPaBJICHHbIC HA MOJYYEHHE HECAHKIMOHUPOBAHHOTO
nocryna kK APM u cepBepam, paBHO Kak U JIIOOBIM JPYTHM y3JIaM JIOKATbHOW BBIYUCIUTEILHON
cetu AHOBO MCH unu HUnHTepHeT, B TOM 4yHceE:

— JIENCTBUS, HallpaBJIEHHbIE HA HapyIIEHUE HOPMAILHOTO (QYHKIIMOHUPOBAHUS 3JIEMEHTOB
ceTH (KOMIIBIOTEPOB, IPYTOro CETEBOTO 000PYAOBAHKS HIIA ITPOTPAMMHOTO 00ECTICUCHNS);

— YCTaHOBKa IPOTrPaMMHOr0 OOECIeYeHus, OCYLIECTBISIOMIEro nepexnar HHpopMauu
(uH(pOPMAIIMOHHBIX TAKETOB), a[PECOBAHHON JAPYTUM MOJIb30BATEISIM;

— JeWCTBUS, HAMpaBJCHHbIE Ha TIOJy4YeHHE HECAHKIMOHUPOBAHHOTO JOCTyma K
MH(OPMAITMOHHBIM pecypcaM, B MOCIEIYIOIIEM UCTIOIb30BaHUH TAaKOTO JOCTYIIA;

— YHHUYTOXEHHE, MOoAM(UKaLus NTPOrpaMMHOrO oOOecCleyeHuss WIM JaHHBIX 0e3

coriacoBanust ¢ HadanbHUKOM LludpoBbix wmHpopmanmonnsix TtexHoioruit AHOBO HCH;

— TMOMBITKH MTOAOOpa Maposiei K T00bIM HH(POPMAIIMOHHBIM pecypcaM METOIoM epedopa
BCEX BO3MOXXHBIX BAPHAHTOB MapoJiei, TH00 aTak 1o cIoBapio;

— YMBbIIUICHHBIE JIEHCTBHA 1O CO3[JaHMIO, MCIOJB30BAHUIO M  PACIHPOCTPAHEHUIO
BPEIOHOCHBIX MPOTpaMM, B TOM 4YHCIIC HANPaBJICHHBIX Ha IOJYYEHHE HECAHKIMOHHPOBAHHOTO
JI0CTyna K JOObIM HHGOPMALMOHHBIM U choyXkeOHbIM pecypcam (kak BHyTpu AHOBO

NCH Tak u BHe), 1100 Ha HAPYIICHHE IIEIOCTHOCTU U padOTOCIIOCOOHOCTH ITUX CHCTEM;

— JIEHCTBHS 110 CKAaHUPOBAHUIO JIOKAJIBHOW CETU C LIEIBbIO ONPEICICHUs €€ BHYTPCHHEU
CTPYKTYPBI, CHUCKOB OTKPBITBIX IIOPTOB, HATMYHSI CYIIECTBYIOIIUX CEPBUCOB U YSI3BUMOCTEH.

3.14.9. CaMOBOJIbHO U3MEHSTH MApaMeTPhI CPEACTB 3aIUTHI HHPOpMAIUHU (B TOM YUCTIE U
CPEIICTB aHTUBHUPYCHOM 3aIlMTHl), a TAKXKE 3aBEpIIaTh UX padOTy U (WJIM) CAaMOCTOSTEIHHO MX
yCTaHaABJIUBATh.

3.14.10. CamocTosITeNTbHO pa3padaThIBaTh MIIM UCIIOJIb30BaTh HEPETJIAMEHTUPOBAHHBIC (HE
OTHOCSIIIIMECS K MPOU3BOJCTBEHHOMY IPOIIECCY) MPOrpaMMbl (Harmpumep: Urpbl; IM-KIneHTsl,

takue kak Google Messenger, ICQ u T.11.; P2P-knuentsl: Kazaa, eMule u 1.11.).



3.14.11. Paspemarh NMOCTOPOHHHM JIMIIaM Pa0bOTaTh TOJ CBOEH YYETHOW 3amuChi0 B
NCIIAH.

3.14.12. IlepechinaTh NepCOHAIbHBIEC TAHHBIE IO KaHAJIAM CBSI3U B OTKPBHITOM BHUJE, B TOM
yucie MuTteprer, no Tenedony, dhakcy, 3JIeKTpOHHOM 1movTe U T.1. (0€3 UCIOIb30BaHMs CPE/ICTB
@ poBaHs).

3.14.13. TlomydaTh JOCTYNl K TEpPCOHAJbHBIM JAHHBIM C pabodnx MecCT, He
000pYA0BaHHBIMH HEOOXOIUMBIMH CPEJCTBAMH 3aIUTHI HH(POPMAIHH.

3.14.14. CaMOBOJIBHO €O3AaBaTb COBMECTHO HCIIOJIb3YEMBIE CETEBBIE PECYPCHI (IAIIKH
00I1Iero J10CTyIa) Ha CBOMX KOMITBIOTEPaxX U (ailjIoBBIX cepBepax, HECAHKIIMOHUPOBAHHO YIaJSATh
WM U3MEHATH TpaBa JOCTYIa K HUM.

3.14.15. B cnyyae BO3HHMKHOBEHHMS JIOOBIX MEXaHWYECKUX HEUCIPABHOCTEH B
000pYAOBaHUH OCYILECTBIATh CAMOCTOSTENBHBIE MONBITKH UX YCTPAHEHHUS.

3.14.16. [IpensaTcTBOBaTh AOHKHOCTHBIM JIMIIAM IIPH MPOBEICHUH IIPOBEPOK H CITY>KEOHBIX
paccienoBaHui, CBI3aHHBIX C oOecnieueHrneM 06e30MacHOCTH UH(pOpMAIIUH.

3.14.17. Ypansare uiv UCKaKaTh IPOrpaMMbl U (HaliIbl ¢ MEPCOHATBLHBIMHU JTaHHBIMU U
MHOU BaxXHOM HMH(popMmanueil (Hampumep, CHCTEMHOM, HeoOXOonuMoN Ui (HyHKIMOHUPOBAHHUS
NCIIn).

3.14.18. YMBIIUIEHHO WCMOJIL30BaTh HEIOKYMEHTHPOBAHHBIE CBOWCTBA W OIIMOKH B
IIPOrPAaMMHOM 00€CIIEUEeHUH WMJIM B HACTPOMKAxX CPEACTB 3alUThI, KOTOPblE MOTYT IPUBECTU K
BO3HMKHOBEHMIO BHEIUTAaTHOW cuTyaruu. OO oOHapy>XeHHM TaKOro poja OIIMOOK — CTaBHUTh B
M3BECTHOCTb PYKOBOJUTENS CBOErO MOAPA3JACICHUS M COTPYJHHKOB, OTBETCTBEHHBIX 32

YCTaHOBKY U (WJIM) COIPOBOKIEHUE MTPOTrPAMMHOTO .

IV. . [TAPOJIbHAS ITOJIMTUKA
4.1. O6mme TpeboBaHMS K TAPOJISIM:
— MunumansHoe TpeGoBaHue: OyKBEHHO-IIU(POBOH mapoib. JKenarenbHO HMCIOIb30BaTh
OyKBbI B BEpXHEM WMJIM HHYKHEM PErucTpax, HU(psl WK CrelralbHble CUMBOJIBI (Hampumep: ~ !
@H#HS %N N&* () -+=[\?/.,:;° ][ {}<>nT1m).

— MunuManbpHas AJIMHa apoJs: He MeHee 6 (IIeCTH) CHMBOJIOB.



— MakcuMalibHbIN CpOK AeHcTBHS napoiia: 90 cyTok.

— 3anper ucnoJib30BaHMs TPEX paHee UCIOJIb30BABIINXCS MApOJIeH.

— IMaponsb Ilonp3oBaTens He NOJKEH BKIIIOYATh B CE€0s JIETKO BBIYUCIISAEMbIE COYETAHUS
CHUMBOJIOB, OOIIENPUHATHIC COKpAICHUs, UMEHA, (aMUIIUK, TOJDKHOCTH, TOA POXKICHHS, HOMED
nacrnopTa, TabenbHbIN HoMep, uHYI0 nHpopMaruio o [lonb30Barene, JOCTYHYIO IPYTUM JIHIIAM.

— 3anpelaercs UCHOJIb30BaTh B KAUYECTBE MapoJisi OAUH U TOT K€ MOBTOPSIOLIUNCS CUMBOJI
7100 MOBTOPSIOLIYIOCS KOMOMHAIMIO U3 HECKOJIBKUX CHMBOJIOB.

— 3anperniaercs UCMOIb30BaTh B KAYECTBE Mapoisi KOMOMHAIIMIO CUMBOJIOB, HAOMPAaEMBbIX
B 3aKOHOMEPHOM TIOpsIIKE Ha KiaBuarype (Hampumep: 1234567, qwerty u T.11.).

4.2. IlpaBuna uCnoIb30BaHMS APOJICH:

— XpaHuUTh B TaillHE CBOM MapoJib, HE COOOIIATH €ro APYTHM JIUIAM.

— He npenocrasnsate gocryn B UCII/IH apyrum miam moj CBO€ Y4ETHOM 3alUChi0 U
apoJsem.

— MI3MeHsATh CBOM MapoJib IpH MEPBOM TPEOOBAHUM TOJIUTHKHU MApPOJICH OMEPalMOHHOM
cucremsl n/vmu UCITIH.

— Bo Bpewmst BBoj1a mapoieit He00XOAMMO UCKITIOYUTh BO3MOXHOCTh €r0 MOICMaTPUBAHUS
MMOCTOPOHHUMH JIMIIAMU WJIH TEXHUYECKUMH CPEICTBAMU (BHICOKAMEPHI U JP.).

— 3amnperniaercss 3aIMCbIBaTh CBOM MAapOJId B OYEBHJIHBIX MECTaX, BHYTPEHHOCTH SIIUKa
crojyia, Ha MoHuTope APM, Ha 006paTHOI CTOPOHE KJIaBHATYPHI U T.J.

— 3ampemniaeTcsi XpaHUTh APOJIK B 3aMMMCAHHOM BUJIC HA OTJENBHBIX JHCTaX Oymary.

4.3. CwmeHa, ynmaneHue JWYHOTO mapossi Jroboro Ilomp3oBarenss TPOWU3BOIUTCS B
CJIEYIOIIUX CIyYasX:

— B CJIy4ae MoJI03pEHUs Ha KOMITPOMETALIUIO TapoJis;

— 10 OKOHYaHHUH CPOKa JeHCTBUS;

— B Cllyyae MpeKpalleHus] MOJHOMOYMN (YBOJIbHEHHE, NMEPEBOJ HAa HOBYIO JOJKHOCTD
Buytpu AHOBO HCH Ilonp3oBarens mocie OKOHYAaHHUsSI IIOCIEIHEr0 ceaHca paldoThl B
WH(OPMAITMOHHBIX CUCTEMaX MEePCOHATBHBIX JTaHHBIX;

— TI0 YKa3aHUIO aJ]MHHHUCTPATOpa OE30MaCHOCTH.

4.4. Ilpu yBOJBbHEHHH, MIEPEBOJIE HA HOBYIO JOJDKHOCTh COTPYAHUKA, UMEIOIIETO TOCTYI
MMOMHMO CBOCH yUYETHOH 3almcu K APYTUM pecypcaM (MEXKCETEBBIE DKPAHbI, MapIIPyTU3aTOPHI,
CepBEpHl, APYTUe YUYETHbIE 3alUCU U T.II.) TaK)Ke MPOU3BOAUTCS BHEIUIAHOBAsl CMEHA MapoJiel K

TaKUM pecypcam.

V. IIPUMEHEHME JIMYHBIX UJEHTUOUKATOPOB B THOOPMAITMOHHOM
CUCTEME ITEPCOHAJIBHBIX JTAHHBIX



5.1. TlpuBsizky wuAeHTH(PHUKATOpA K TMOJIH30BaTEN0 (YYETHOH 3amCH) BBITIOJHSCT
aJIMUHHCTPATOp O6€30MaCHOCTH.

5.2. Tonw3oBaremn HWCII/IH mnomydaioT cBOM HIEHTU(UKATOP Yy aJAMUHHUCTpaTopa
0€30I1acHOCTH.

5.3. TlomezoBarenr WCII[IlH o00si3aH XpaHUTh CBOW JIMYHBIA UAEHTH(UKATOP B
HEJOCTYIHBIX AJIs APYTUX COTPYIHUKOB XpaHWINIIIAX.

5.4. TlonwszoBarento UCII[IH 3anpemiaercst mepenaBath CBOM JTMYHBIA UACHTH(DUKATOP.

5.5. B cnyuwae ytepu nuuHOro wuuaeHTH(HKaTOpa, moip3oBarens WCIIH momxen
HEMEIJICHHO JO0J0XUTh 00 3TOM aIMUHUCTPATOPY OE30MaCHOCTH.

5.6. B cnyudae mnpekpamieHus MOJHOMOYMK Yy4yeTHOM 3amucu mnoJib3doBarenss MCIIIa
(YBOJIBHEHUE, IEPEBOJI HA HOBYIO JI0JKHOCTb, B APYTOM OTAEN WM OMEUICHHE, a TAaKKe JpyTrue
00CTOSITENHCTBA) yUETHAS 3aMUCh JJOJDKHA OBITh yJasieHa, a e€ HIeHTU(UKATOP JOKEH ObITh ClIaH
aMUHUCTpATOpPy 0€30MacHOCTH HH(POPMAIMU TOCIIC OKOHYAHMS TOCIEIHETO0 ceaHca paboThI
JanHoro mojb3oBarens B MCITH.

5.7. B ciy4ae KOMIpOMETAalMH WJIM yTE€PU JHYHOTO HACHTH(HUKATOpA MOJIH30BATEIS
aJIMUHHCTPAaTOpOM O€30MaCHOCTH JOJDKHBI ObITh HEMEUICHHO TMPEANpPUHSATHI MEphl B
COOTBETCTBMH ¢ 1. 5.8 HacTosmeld MHcTpyKIum.

5.8. AnMuHuctpatop Oe3omacHOCTH HWH(OpPMAIMU JOJKEH TIPOBECTH CIIyKeOHOE
pacciefoBaHue JUIsl BBISICHEHUS IPUYMH KOMIPOMETALUU HIEHTU(PHUKATOPA C 1IeTbI0 BRIPAOOTKU
HOBBIX MWJIM COBEPILIEHCTBOBAHMSA NPHUHATHIX TEXHUYECKMX U OPraHU3alMOHHBIX MeEp IO
YCTpPaHEHUIO TaKOM Yyrpo3bl B OyAyIlIeM, a TAaKXKe BBISCHCHHUIO BEIMUMHBI yIIepOa, KOTOPBI MOXKET

OBITh HAHECEH COOCTBEHHUKY MH(POPMAIIMOHHBIX PECYPCOB.

VL. . AHTUBUPYCHAA 3ALLIMTA

6.1. B ciydae OTCyTCTBUS INTaTHBIX (YHKIUH aAHTUBUPYCHOH TPOTPAMMBI,
IPeIyCMaTPUBAOLINX aBTOMATHYECKYIO ITPOBEPKY (aiinos, Ilonbp30BaTens 00s13aH OCYIIECTBIATH
MPOBEPKY (PailyioB, MOITy4aeMbIX:

— 110 DJIEKTPOHHOU I104TE;

—yepes ceTb VIHTEpHeT;

— Ha (uenI-HaKonuTesne, ONTUYECKOM JTUCKE;

— MHOM ChEMHOM HOCHUTeJe HHPOpMAaLIUK;

— NOJIYUYCHHBIC HHBIM CHOCO6OM.

6.2. Tlepen OTKpBITHEM BIIOKCHHS (CCBUIOK) YOEIUTBCS B TOM, YTO OTIIPaBUTEIh
JEHCTBUTENBHO TMOCTATl BaM ATOT (aiii, Make €CIM OH U JOJDKEH ObLI 3TO caenath. [1o3BoHuTE

emy camu. He noBepsiiTe MMEHM OTIpaBUTENs M YKa3aHHBIM B TEKCTE€ NHCbMa HOMEpam



TeneOHOB, a TAKXKe JIUIaM, IO3BOHUBIINM BaM CAMOCTOSATEIBHO C IPOCHOOH OTKPBITH (ailyibl 1
MPOMTHU MO CCHUIKAM.

6.3. [1onp30BaTelNto 3anpenaeTcs:

6.3.1. OcymecTBisaTh ACUCTBUS, HANpPABICHHBIE HA BBIKIIOYEHUE aHTHUBHUPYCHOU
MIPOTPaMMBI.

6.3.2. CamocrosTenbHO ycTaHaBmuBaTh Ha APM nporpamMMmHoe oOecrieueHue.

6.3.3. 3amyckaTh (haiiibl, MOJyYEHHBIC TIO CETSM CBSI3U (AIEKTPOHHOH moute, HTepHET),
CO CBEMHBIX HOCHUTeNeH, JaXe eciad OHU TNOoJydeHbl OT TPOBEPEHHOro aapecarta, 0e3
IIPEABAPUTEIILHON UX IIPOBEPKHU AaHTUBUPYCHOU IIPOTrPaMMOIA.

6.3.4. Ilpy BO3HUKHOBEHHWM TMOJO3PEHHS Ha HAIMYHE KOMIIBIOTEPHOIO BHpYca
(HeTunuuHas paboTa MporpamMM, MOSBICHHUE TPpaPUIECKUX U 3BYKOBBIX d(P(HEKTOB, MCKAKCHHMA
JaHHBIX, MponajaHue (aiyoB, 4acToe MOSBJICHUE COOOLICHWH O CHCTEMHBIX OMMOKAaxX M T.II.)
Ilonp30BaTenb CaMOCTOSATENBHO WM BMECTE C OTBETCTBEHHBIM COTPYJHUKOM YIIpaBIEHUS
MH(OPMAITMOHHBIX TEXHOJIOTUN JOKEH MPOBECTH BHEOUEPENHOM AHTUBUPYCHBI KOHTPOJIb
CBOETO paboyvero mMecra.

6.3.5. B cinywyae oOHapyXeHHS TIpH TMPOBEACHUH aHTUBUPYCHOW MPOBEPKH BUPYCHOTO
3apaxkenus [lonp3oBaTeny 00s13aHbI:

— IPUOCTAHOBUTH PabOTY;

— HEMEJIJICHHO MOCTaBUTh B MU3BECTHOCTh O (hakTe OOHApYy>KEHUS BUPYCHOTO 3apaKeHUs
OTBETCTBEHHOT'O COTPYAHUKA YTIpaBiIeHUs HHPOPMAIIMOHHBIX TEXHOJIOTUH;

— COBMECTHO C BIIQJIEbLIEM 3apaKCHHBIX BUPYCOM (DailIoB TPOBECTH aHAIU3
HEOOXOIMMOCTH JaTbHEHIIIET0 UX HCIIOJIb30BAHNUS;

— MPOBECTH JICUCHHUE MJIM YHUUTOKEHHE 3apaKEHHBIX (PaiiIoB.

VII. OPAJJOK PABOTHBI B UCIT/IH 1 CETU UHTEPHET

7.1. Hopxmouenne k UCIT/InH u cetu UHTEpHET.

7.1.1 Lenpto paboter Ilome3oBatens B WCII[IH u cetm WHTepHeT sBhsiercs cOop,
00paboTka, XpaHEHHE TEPCOHAIBHBIX JaHHBIX, OOMEH OJJICKTPOHHBIMH COOOIICHUSMH B
CITY)KEOHBIX TICIISX.

7.1.2. doctyn x UCII[n u cetn MHTepHer npenocrasisercs [lonp3oBaTensiM TOJIBKO B
TOM CiIy4ae, €cill 3TO HE MPOTUBOPEUUT TpeOoBaHMAM HacTosimed MHCTpyKuuM W MHBIMU
HOPMaTUBHBIMU JOKYMEHTaMHU B 00J1aCTH 3allIUThl HHPOPMALIHH.

7.1.3. Joctyn mnomnb3oBatens k WCI[AH ans o0paOOTKM MNEPCOHANBHBIX JAHHBIX
MPOU3BOAMNTCA TOJNBKO C pPabouMX MecT, Ha KOTOPBIX YCTAHOBJICHBI CPEICTBA 3alUTHI

UHpOpPMALIUH.



7.1.4. OcHoBanueM mis nojkmodeHus corpyannka AHOBO MCH k UCIIIH u cetn
WuTepHeT sABIsSETCS MOTUBUPOBAaHHAs 3asBKa PYKOBOAUTENIO YTIpaBi€HHS HH(DPOPMALMOHHBIX
TEXHOJIOTMHA OT HENOCPEACTBEHHOro pykoBoautens llonp3oBaTens ¢ ykazaHuEM MOJTHOMOYUI
JOCTYTIa K TAKUM PECYPCAM U CEPBUCAM.

7.1.5. OTBeTCTBEHHBII 3a OpraHu3auio O00pPa0OTKH IEPCOHANBHBIX MaHHBIX, JHOO
COTPYJIHUK, BBINOJHSIOMUNN ero (yHkuuu, opranusyer mnonkimoueHue k MCIIJIn wmm cetu
Nurepuer I[lonp3oBaTeneili B yCTAaHOBJIEHHOM TOPSAKE, OCYIIECTBISIET KOHTPOJIb Hal
MCIOJIb30BaHUEM JJAHHBIX PECYPCOB U CEPBUCOB.

7.1.6. Tlocne BbImodHeHus 3anaHus OTBETCTBEHHBIM 3a OpraHuzanuio 00paboTKH
MEPCOHANBHBIX TAHHBIX COOOIIIAET MOJIb30BATENIO BBIMOJIHEHUH 3asIBKH.

7.1.7. OcHoBanuem nans otkmoueHus noawp3zoBatenss oT MCII/IH u cetm Murtepher
SBIISIIOTCS CIEYIONINE COOBITHS:

— HapyIlIeHHe WHCTPYKIUH M MHBIX JOKAIBLHBIX HOPMATUBHBIX aKTOB B OOJACTH 3alllUTHI
unpopmanun AHOBO NCH»;

— yBonbHeHue [lonp3oBarens, Tu00 mepeBol €ro Ha APYrylo JOIDKHOCTh WIH B APYroe
nozipa3ciicHueE.

7.2. llopsimok paboTel B cetu UHTEpHET.

7.2.1. Ucnonw3oBanue corpyanukamu AHOBO WCH» ceru WHTepHET OOMKHO
OCYIIECTBIATHCS UCKIIOYUTETBHO JJIs1 BBIMOIHEHUS JOJKHOCTHBIX 00S3aHHOCTEH.

7.2.2. Undopmariusi, oOpazoBanHas (00pa3yroIascs) B mporecce TPyA0BOH IeATeIbHOCTH
paboranka AHOBO HCH» sBnsercs coOcrBerHocthio AHOBO HCH» u He TOIIEKUT
UCIOJBb30BAaHUIO (B TOM YMHCJE MCIIOJIB30BAHUIO B CeTH VIHTEpHET MM C IMOMOIIBIO CETH
WHTEepHEeT) B IMYHBIX LENAX U (WIH) B KOPBICTHBIX MHTEpECAX APYTUX JUL (OpraHu3alui).

7.2.3. Ilpu mpoBeneHUN TEXHUUYECKHX PaboT, CBA3aHHBIX C HACTPOMKON 000pYyIOBaHUS
(KOMMYHHKAITMOHHOE 000pYyI0BaHWE, MPOKCH-CEpBEpa, MAapIIPYTHU3aTOPbl W T.I.); B CiIy4ae
OOHapy>XeHUsS TOIBITOK HECAaHKIIMOHWPOBAaHHOTO jaoctynma K HMHTepHer-nnmody, APM
ITonb3oBarenel MOKET MPOBOAUTHCS BpEMEHHOE OTKIOYeHHE [lomb30Bareneit OT CEpBUCOB CETU
Wutepuer (B ciayyae IUIAaHOBOTO OTKIoueHUs [lomb3oBarenu yBeZOMIISIIOTCS 00 3TOM
3a071aTOBPEMEHHO).

7.2.4. Bcs undopmarms o pecypcax, mocemjaembix corpyaaukamu AHOBO HCH,
MPOTOKOJUPYETCS W, NpU HEOOXOAWMOCTH, MOXXET OBITh MPEIOCTaBICHA PYKOBOIUTEISM
noapasneneHuii, a Ttak e pykoBoactsy AHOBO HCH» mis netanbHOro H3ydyeHUst |
MIPUHATHUS PELIEHHsI O MepaX JUCLUIIIMHAPHONW OTBETCTBEHHOCTH.

7.2.5. Ilpu pabote B cetn UnTepHer Ionp30BaTensim 3amnpemnaercs:

— YMBIIUIEHHOE paclpOCTpaHEHHWE M TOJIy4YeHHE MaTephalioB B/M3 ceTH VHTepHerT,



MPOTUBOPEYAIMX 3aKOHOJATenbCcTBY Poccuiickoii depepanyi, B TOM YHUCIE MaTepUaJIOB,
MPONaraHUpPyONIMX HACWIME WIH IKCTPEMHU3M; Pa3KUTAIOIIMX PACOBYIO, HALIMOHAJIBHYIO WM
PENUTHO3HYIO BPaXIy; Pa3bsCHSIIOMNUX MOPSAIOK U3TOTOBICHUS W/ UM IPUMEHEHUS HapKOTUKOB,
B3pPBIBYATHIX BEIIECTB, OpPYXHS M T.I.; MaTEPUAIOB IOPHOTPAPUUECKOTO XapakTepa,
KOMITBIOTEPHBIX BUPYCOB U JPYTHX BPEIOHOCHBIX IIPOrPaMM;

— mepemaBaTh B cerb VHTepHer wuHQOpMAIMIO, K KOTOPOH B COOTBETCTBUU C
3aKOHO/IaTEIbCTBOM OTPAaHUYCH JIOCTYM (IIePCOHATbHBIC JaHHBIE, CITy:keOHas mH(popmarnums) 6e3
COOTBETCTBYIOLIETO pa3pelIeHus;

— danscudunuponars [P-anmpec, MAC-aapec, uHble ajgpeca, UCIOIb3YEMbIE B CETEBBIX
MIPOTOKOJIaX, a TaK)Ke MPoUyI0 HHPOpMAIIHIO MPH Tepeaaye NaHHbIX yepe3 ceTb HTepHeT;

— MPEIOCTaBIATh JOCTYH B ceTh MIHTEpHET co cBoeil pabodell cTaHIMU KOMY-TTHO0, B TOM
quclie MPOrpaMMHO-TEXHHYECKHMMH CIOCO0aMH 4Yepe3 JIOKAJIbHYIO BBIYMCIUTENBHYIO CETh
AHOBO MHCH» (nanpumep, IyTEM HECAaHKIMOHUPOBAHHOW YCTAHOBKHM  JIOKAJIBHOI'O
WuTepHeT-1u1I03a HA pabouee MecTo);

— Mojdy4arb JocTyn K ceTd MHTepHeT moObiMH crmocobamu, HE NpeayCMOTPEHHBIMU
NEUCTBYIOITMMH JIOKaTbHBIMH JToKyMeHTamMu (MuaCcTpykumsamu, [IpaBunamu, Permamentamu
AHOBO HUCHp»);

— OCYIIECTBIIATH HECAHKIIMOHUPOBAHHBIN JJOCTYII K pecypcam U cepBucam ceTu HTepHeT;

— BBIMOJHATH AeicTBUs (B3moMm, DoS (oTka3 B obOcmyxkuBanuu), ARPspoofing atakw,
CKaHUPOBAaHHE  JIOKAJLHOW  BBIUMCIUTEIbHOM  CETH) HampaBlieHHblE Ha  HapylleHHe
(GYHKIIMOHUPOBAaHUSL JJIEMEHTOB ceTu IHTepHeT (KOMMYHHMKAallMOHHOTO  00OpYyIOBaHUS,
CepBepOB, PabOUUX CTAHIIHI, TPOrPAMMHOTO 00ECTICUEHUS).

7.3. IlpaBwita pabotsr [Tonp3oBaTenei ¢ 3CKTPOHHOM MOYTOM:

7.3.1. Tlonp3oBarenu o0O0sf3aHBI HCHOJB30BATh JIEKTPOHHYIO TOYTY TOJBKO IS
BBITOJIHEHUS CITY>KEOHBIX 00s13aHHOCTEH.

7.3.2. 3ampemiaercs OTHNPaBiIATh (aliIbl, coaepKaliue TepCOHANIbHBIC JJTaHHBIE B
OTKPBITOM BUJIE (HE 3amm(poBaHHEIE).

7.3.3. 3ampemiaeTcsi MaccoBasi pacchlUIKa MOYTOBBIX cooOmeHuit (6osnee 20) BHENIHUM
aapecaraM O0e3 COrJIacoBaHMs C PyKOBOJICTBOM (Criama).

7.3.4. 3amperaercs UCIOIB30BaTh HE CBOW OOPATHBIN ajpec MpU OTIPABKE dJIEKTPOHHOU
MTOYTHI.

7.3.5. 3anpemaercs OTIPABIISITH MO AIEKTPOHHOH MOYTE UCTIONHSAEMBIC (haliiibl (MMEIOIITHE
pacmmpeHus exe, com, bat, js, vbs u 1.11.). B cnydae He0OX0IMMOCTH OTIPABKH TaKuX (HaiJIoB,
MOMEIaTh UX B apXUB U YCTAHOBUTH MapOJIb.

7.3.6. Ilpucoenunsiemble Qaiibl peKOMEHAYETCsl YIMAaKOBBIBATH B APXWB MPH MOMOILU



MIPOTPaMM-apXHUBaTOPOB.

7.3.7. KopriopaTHBHBIE pEKOMEHIAIIMH UCTIOJIb30BAHUS AJIEKTPOHHOM MOYTHI:

— BBl ODKHBI OKa3bIBaTh TO K€ YBOKEHHUE, YTO U IPU YCTHOM OOIICHUH.

— BBl 1OmKHBI MPOBEPSITH NMPABONMCAaHKWE, TPAMMATHKY M BBl NEPEUYNUTHIBATH CBOE
cooOIIIeHUE TIepe] OTIIPABICHHEM.

— BBl He JOJDKHBI yUacTBOBAaTh B pacChUIKE MOCIAHUHN, TIEPEChUTIAEMBbIX IO IIeTTOYKe (Jarne
BCETO 3TO MUChMa PEIUTHO3HO-MHCTUIECKOTO, Pa3BICKATEIBHOTO COICPIKAHNSA).

— BBl He JOJDKHBI 10 COOCTBEHHOW MHUIIMATUBE NIEPECHUIAaTh MO MPOU3BOJIBHBIM aJipecam
He3aTpeOOBaHHYI0 HHPOPMALIHUIO.

— BBl He [OMKHBI pacchUlaTh COOOIIEHHS, KOTOpPBIC SIBIISIOTCSI  3JIOBPEIHBIMH,
pa3pakaroNIMMH HITH COJIEPIKAIUMH YTPO3bI JPYTUM TI0JTb30BaTEIISIM.

— BbI HE JOKHBI OTHPABIATH HUKAKUX COOOLICHUH MPOTHBO3aKOHHOTO MJIM HEITHYHOTO
COZIep)KaHHUSI.

— BBI TOIKHBI TOMHUTB, YTO JIEKTPOHHOE TIOCIIaHKE SBIISIETCS SKBUBAJICHTOM TIOYTOBOM
OTKPBITKA M HE JOJDKHO MHCIOJB30BAThCS [UIA TEPEChUIKH IEPCOHANBHBIX JaHHBIX 0e3
WCIIONIB30BAHUS CPEJICTB 3aIUTHI (IHU(pOBaHUE).

— BbI He JOKHBI MCTIONTBE30BATh IIUPOKOBENIATEIbHBIC BO3MOKHOCTH JIEKTPOHHOM MOYTHI
32 UCKJTFOUYCHHUEM BBIITYCKa YMECTHBIX OOBSIBICHUH.

— BBl HE MOKHBI MCIONB30BaTh KOPIOPATUBHYIO 3JEKTPOHHYIO IMOUTY JUIS MOCIaHUN
JIMYHOTO XapaKTepa.

— BBl JOKHBI HEYKOCHUTETBHO COONIONATh TpaBWiIa W HWHCTPYKIMH W IIOMOTaTh

AIMHUHHUC aTopaM OOPOTHCHA C HA IMUTCIIAMU ITPaBUJI.
¢ y

VIIL TTOPAOK PABOTHI CO CbEMHBIMU HOCUTEJISAMU MHO®OPMAILINN

8.1. Tlon wucnons3oBanuem Hocurtenedr wuHpopmanmun B HMCIIITn AHOBO HWCH
MOHUMAaeTcsT uX noaKmodeHne K wuHpactpyktype WCIIJlH ¢ 1nempro  o6paboTkwy,
npueMa/nepenayn  MHGopMauuMu Mexay HHPOPMAIMOHHBIMU CHUCTEMaMH M HOCHTEISIMHU
uHpOpPMAaLIUH.

8.2. JlomyckaeTcsi HCIIOIb30BAHUE TOJBKO YYTEHHBIX HOCHTENEH MH(POPMAIUH, KOTOPHIE
apnsitoTest  coocrBeHHocThio AHOBO HWCH w  moaBepraiorcst peryiasipHOW pPEBU3UM U
KOHTPOJTIO.

8.3. Yuer u BbIIAUy CBEMHBIX HOCUTENEH WH(GOPMALUK OCYIIECTBISAET JIUIIO,
OTBETCTBEHHOE 3a OpraHU3alMi0 0O0pabOTKM MEPCOHATBHBIX JaHHBIX. PakT BBIIAYM HOCHTEIS
¢bukcupyercs B )KypHaje yueTa MalllMHHBIX HOCUTeNel HHpOopMallnu.

84. Ecmu goctyn k WCIIJJH npouw3BOaMTCS MNpU MOMOIIM  MEPCOHATBHBIX



uneatudukaropop (eToken, Rutoken, nap.), To dakT mnomy4eHHS U COAYH JTAHHBIX
UIEeHTU(DUKATOPOB 00s3aTeIbHO (PUKCHUPYETCS OTBETCTBEHHBIM 3a OpPraHU3alui0 00pabOTKH
MIEPCOHAIBHBIX JIAHHBIX, B COOTBETCTBYIOIIMX JKypHaJIaX.

8.5. B03MOXHOCTH TOJKIIOUEHHUsT HOCUTEIEH WHOOpPMAIMK, a TaKXkKe IMOoTydYeHHE
YUTEHHBIX HocutTene wuHopmauuu mnpeaoctaBistorcs [lonb3oBarensM 1O HMHHUIIMATHBE
PYKOBOJUTENCH CTPYKTYPHBIX MOJIPA3/ICICHUH B CITydasix:

— HEOOXOAMMOCTH BBIITOJHEHUSI BHOBb NPUHATHIM PAOOTHUKOM CBOMX JIOJDKHOCTHBIX
00s13aHHOCTE;

— Bo3HUKHOBeHUs y [lonb3oBarens cinyxe0HOi He0OOXOIUMOCTH.

8.6. IIpu ncnonp30BaHUM HOCUTENEH HH(POpMAIUK HEOOXO0IUMO:

— HCHOJb30BaTh HOCHTENM WH(POPMALUHN HCKIIOUUTEIFHO JUIS BBIMOJHEHHUS CBOHMX
CITYKE€OHBIX 00S3aHHOCTEH;

— 0epeXKHO OTHOCHUTCS K HOCUTENSIM NEPCOHANIBHBIX JaHHBIX;

— obecrieunBaTh (PU3NUECKYI0 O€30MaCHOCTh HOCUTENEH MH(pOpMaIMKU BCeMU pa3yMHBIMU
criocodamu;

— U3BellaTh OTBETCTBEHHOIO 3a OpraHU3alli0 0OpabOTKM MEpPCOHAIbHBIX JAHHBIX O
(hakTax yTpatsl (Kpaxu) HOCUTENeH nHpopMaIuu.

8.7. Ilpu ucronp30BaHUM HOCUTENEH EPCOHANBHBIX JAHHBIX 3aIIPEILEHO:

— MCIIONIb30BaTh HOCUTEIN NEPCOHANBHBIX TAHHBIX B JIMUHBIX LIEJSX;

— TepeaaBaTh HOCUTEIH MEPCOHAIBHBIX JAaHHBIX APYTUM JIUIAM;

— XpaHWUTh CHEMHBIC HOCHUTEIH C MEPCOHAJIBHBIMHU JAHHBIMH Ha pabouux CTONAxX, JUOO
OCTaBJIATh UX 0€3 MPUCMOTpa WIIH NIepelaBaTh Ha XpaHEHHUE JPYTUM JIHIIaM;

— BBIHOCUTb ChEMHBIE HOCUTEIH C MIEPCOHATILHBIMH JAaHHBIMU U3 CIYKEOHBIX TOMELICHUI
111 pabOThI C HUMH Ha JIOMY H T.JI.

8.8. Jlroboe  B3ammoxeiictBue  (oOpaboTka, mpuem/mepenadya  UHPOpMAIIH)
uHHnuupoBaHHoe Ilonb3oBaTeneM MeXxAy WHGPOPMALMOHHOW CHUCTEMOM U HEYYTEHHBIMHU
(TMYHBIMH) HOCUTENISIMH HMH(OpMaIMK, paccMaTpUBaeTCs KaK HECAHKIMOHMPOBAaHHOE (3a
UCKJIIIOYEHHEM  CIIy4aeB, OFOBOPEHHBIX C aaMUHHCTpaTopamMu Oe30MacHOCTH 3apaHee).
AnMuHucTpaTop 0€30MacHOCTH Ha OCHOBAaHWHM HacTosmed WMHCTpykmum ocTaBiseT 3a co0oit
paBo OJIOKUPOBATH MIIM OTPAaHUYMBATH MCIIOJIB30BAHNE HOCUTENEH HH(OpMAIIUK.

8.9. Nndopmanms o6 wucnonb3oBanun Ilomp3oBarensMu HocuTeneil UHPOpMauu B
MHPOPMALMOHHBIX CHUCTEMax TMPOTOKOIMPYETCS M, MpH HEOOXOAMMOCTH, MOXET OBITh
MPEIOCTaBICHAa PYKOBOJIUTENAM CTPYKTYPHBIX NOApa3zjieiieHuii, a Takxke pexkropy AHOBO

NCH.

8.10. B ciyvae BbisgBICHUS (DAKTOB HECAHKIIMOHUPOBAHHOTO W/HMIIM HEILEIEBOTO



MCIOJb30BaHUM HOCUTeNeH WHGOpMaluu WHUIMHUPYETCS CayeOHas MpoBepKa, MPOBOAMMAS
KOMHUCCHEH, COCTaB KOTOPOW OMNpeneNnserTcss OTBETCTBEHHBIM 3a OpraHM3alrio 00paboTKu
MEepPCOHANBHBIX  JaHHBIX. [lo (¢akTy BBISICHEHHBIX OOCTOSITENIBCTB  COCTABIISIETCS — aKT
paccieioBaHus WHLUJEHTAa U MEPENaeTCs PYKOBOJIUTENIO CTPYKTYPHOTO MOJpa3JesIeHUs Ul
MPUHATHS MEp COrjacHo JoKalbHbIM HOpMmaTMBHBIM akTaM AHOBO MCH wu neiicTBytomemy
3aKOHOAATENbCTBY PO.

8.11. Ilpu ornpaBke WM nepenaye NEPCOHAIBHBIX IAHHBIX aapecaraM Ha ChEMHBIE
HOCHUTEIH 3alIMChIBAIOTCS TOJIBKO MPEAHA3HAYECHHBIE a/]pecaTaM JaHHbIE.

8.12. BbIHOC CBEMHBIX HOCUTENIEH NEPCOHAIBHBIX [NAHHBIX MJII HENOCPEICTBEHHOMU
nepefaun ajapecaTy OCYUIECTBIISIETCS TOJIBKO C MHUCbMEHHOIO pa3pelieHUs PyKOBOJIUTENS
CTPYKTYPHOTO MOAPA3ACTICHUSI.

8.13. CpeMHbIE HOCUTENU NEPCOHAIBHBIX [JAHHBIX, MPUIICAIINE B HErOJHOCTb, WIIHU
OTCITy>)KMBILIME€ YCTAHOBJICHHBIA CpPOK, MOJJIEKAT YHUYTOXKECHHUIO. YHHUYTOXKEHUE CHEMHBIX
HOCUTEJIE C TMEPCOHAJIBbHBIMA JIaHHBIMH OCYILECTBISIETCS KOMMCCUEH, COCTaB KOTOPOH
OTIpE/IeTSIETCS OTBETCTBEHHBIM 3a OpraHU3alio OOpaOOTKH TMEpPCOHANBHBIX MaHHBIX. [lo
pe3yabTaTaM YHUUYTOKEHUS HOCUTENIEH COCTABIISIETCS aKT.

8.14. B cnydae yBOJIbHEHMSI WM NEPEBOJA COTPYIHMKA HA APYTyIO JOHKHOCTH WJIU B
JIPYroe CTPYKTYpPHOE TOJIpa3JeieHue, MNpPEJOCTABICHHbIE HOCUTEIM MEPCOHANBHBIX JaHHBIX

HU3BIMAIOTCA U JCIA0TCA COOTBCTCTBYIOIINEC ITOMCTKH B XXYPHAJIC YUCTAa MAIIMHHBIX HOCHTEJICH.

IX. . [TPABA TTOJIb3OBATEJIA

9.1. Ucnomp3oBars HWCIIJlu AHOBO HWCH nng BBIDONHEHHS JODKHOCTHBIX
00s13aHHOCTEH.

9.2. O6pamaThcsi K OTBETCTBEHHOMY 3a OpTraHU3alUI0 00paObOTKH NMEPCOHATBHBIX JaHHBIX
JUTsl KOHCYJIBTAITMK TI0 TIOBOY MCITOJI30BaHUS TIPOrpaMMHOro obecrnieuenuss 1 APM, Bompocam
00pabOTKH MMEePCOHATBHBIX JAHHBIX.

9.3. HampaBnate mpeanoKeHUss MO YCTAaHOBKE HOBBIX BEPCHH CYIIECTBYIOIIETO
nporpammHoro obecriedeHus: (¢ 000CHOBaHMEM HEOOXOJWMOCTH 3aMEHBI CTAphIX BEpCHUN Ha
HOBBIE).

9.4. HanpaBnate mNpeIoKEHUS 10 MOACPHU3AINK TPOrPAMMHOTO OOECTICUCHUS,
ucnoaszyemoro B AHOBO NCH

9.5. HanpaBiath mnpeioxKeHUs MO0 YCTaHOBKE HOBOTO (a TakKe JOMOJHUTEIHHOTO)
mporpaMMHOro obecrneueHus: (C yKa3aHHEM LEelIM MCIOJIb30BaHUS, MPEUMYIIECTB Iepea
CYILIECTBYIOIIMMHU aHAIOTaMHu).

9.6. Hanpapnate npennoxxenus no MoaepHusanru APM (3aMeHbl Ha HOBBIE aHAJIOTH), C



00s13aTeTbHBIM O0OCHOBAaHMEM 3aMEHbl M YKa3aHHEM MNPEUMYILECTB Mepel] CyIIEeCTBYIOIIUMU
aHaJjoraMu.
9.7. IlomyuyaTh KOHCYJbTallUM W Pa3bsACHEHUs 110 HOPMATUBHBIM JOKyMEHTaM,

periaMeHTHPYIOIIMM paboTy ¢ nepcoHabHbIMU JaHHBEIME B AHOBO MCH.

X. OTBETCTBEHHOCTb
10. Ilonb3oBaTenb HECET MNEPCOHAIBHYIO OTBETCTBEHHOCTh 3a CBOM JEWUCTBUSl WIIU
Oe3zelicTBUE, KOTOPhIE MOTYT TOBJIEYb 32 COOOM pasrialleHue MePCOHANBHBIX AAHHBIX, a TaKXKe
3a HapymieHue HopMaiabHOro GyHkuuoHupoBanus WMCIIJIH uim UX OTAETBHBIX KOMIIOHEHTOB,
HGC&HKI_[I/IOHI/IpOBaHHBII\/'I AOCTYyIl K I/IHq)OpMaL[I/II/I B COOTBCTCTBUE C 3aKOHOAATCIHBCTBOM

Poccuiickoit @enepaunu 1 JokaibHbIMA HopMaTuBHEIMU akTaMu AHOBO NCH».



JIMCT O3HAKOMJUIEHM A

C ((I/IHCprKHHeﬁ MmoJb30BaTeJid 1o paﬁoTe C NIePCOHATBbHBIMHA TAHHBIMU»
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